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1 void foo() {
2 int x = source(); // Attacker−controlled.
3 if(x < MAX){ // Does not enforce x >= 0.
4 int y = 0;
5 #ifdef CONFIG_PROCESS_INPUT
6 y = 2 * x;
7 #ifdef CONFIG_SEND_DATA
8 sink(y); // Security−sensitive operation.
9 #endif

10 #endif
11 // ...
12 }
13 }

A configurable C function adapted from the example provided by
Yamaguchi et al. [Yam+14]

Variability-Induced Vulnerability (VIV)

A vulnerability that is present in some but not all variants
derivable from a configurable software system [Bäc+25].

Popular Analysis Strategies [Thü+14]

Product-Based: Derive variants and analyze
them individually
Family-Based: Analyze a configurable system
as a whole

Family-Based Analysis

+ Promises Completeness [Ape+13; Lie+13;
von+18]

+ Promises Scalability [Ape+13; Lie+13; von+18]
W Static analysis tools typically cannot cope

with variability [Fer+16; Pat23; Sch+22]

How can we change that for query-based
(Q-SAST) tools?

2/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Context



1 void foo() {
2 int x = source(); // Attacker−controlled.
3 if(x < MAX){ // Does not enforce x >= 0.
4 int y = 0;
5 #ifdef CONFIG_PROCESS_INPUT
6 y = 2 * x;
7 #ifdef CONFIG_SEND_DATA
8 sink(y); // Security−sensitive operation.
9 #endif

10 #endif
11 // ...
12 }
13 }

A configurable C function adapted from the example provided by
Yamaguchi et al. [Yam+14]

Variability-Induced Vulnerability (VIV)

A vulnerability that is present in some but not all variants
derivable from a configurable software system [Bäc+25].

Popular Analysis Strategies [Thü+14]

Product-Based: Derive variants and analyze
them individually
Family-Based: Analyze a configurable system
as a whole

Family-Based Analysis

+ Promises Completeness [Ape+13; Lie+13;
von+18]

+ Promises Scalability [Ape+13; Lie+13; von+18]
W Static analysis tools typically cannot cope

with variability [Fer+16; Pat23; Sch+22]

How can we change that for query-based
(Q-SAST) tools?

2/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Context



1 void foo() {
2 int x = source(); // Attacker−controlled.
3 if(x < MAX){ // Does not enforce x >= 0.
4 int y = 0;
5 #ifdef CONFIG_PROCESS_INPUT
6 y = 2 * x;
7 #ifdef CONFIG_SEND_DATA
8 sink(y); // Security−sensitive operation.
9 #endif

10 #endif
11 // ...
12 }
13 }

A configurable C function adapted from the example provided by
Yamaguchi et al. [Yam+14]

Variability-Induced Vulnerability (VIV)

A vulnerability that is present in some but not all variants
derivable from a configurable software system [Bäc+25].

Popular Analysis Strategies [Thü+14]

Product-Based: Derive variants and analyze
them individually
Family-Based: Analyze a configurable system
as a whole

Family-Based Analysis

+ Promises Completeness [Ape+13; Lie+13;
von+18]

+ Promises Scalability [Ape+13; Lie+13; von+18]
W Static analysis tools typically cannot cope

with variability [Fer+16; Pat23; Sch+22]

How can we change that for query-based
(Q-SAST) tools?

2/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Context



1 void foo() {
2 int x = source(); // Attacker−controlled.
3 if(x < MAX){ // Does not enforce x >= 0.
4 int y = 0;
5 #ifdef CONFIG_PROCESS_INPUT
6 y = 2 * x;
7 #ifdef CONFIG_SEND_DATA
8 sink(y); // Security−sensitive operation.
9 #endif

10 #endif
11 // ...
12 }
13 }

A configurable C function adapted from the example provided by
Yamaguchi et al. [Yam+14]

Variability-Induced Vulnerability (VIV)

A vulnerability that is present in some but not all variants
derivable from a configurable software system [Bäc+25].

Popular Analysis Strategies [Thü+14]

Product-Based: Derive variants and analyze
them individually
Family-Based: Analyze a configurable system
as a whole

Family-Based Analysis

+ Promises Completeness [Ape+13; Lie+13;
von+18]

+ Promises Scalability [Ape+13; Lie+13; von+18]
W Static analysis tools typically cannot cope

with variability [Fer+16; Pat23; Sch+22]

How can we change that for query-based
(Q-SAST) tools?

2/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Context



Lifting by
Simulation

Variability Encoding

Parser

Transformation

Variability-aware AST

Standard
Q-SAST tool

Warning
MappingSimulator

Raw
Warnings

Config.
Software

Queries

Mapped
Warnings

Newly required

Alterations may be
required

Does not require
alterations

Lifting by
Extension

Typical structure of Q-SAST tools as described by Li et al. [Li+24]
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Idea
Extend VARI-JOERN [Bäc+25] with
a family-based analysis strategy
based on lifting by simulation
Realized using SUGARC by
Patterson et al. [Pat+22] for
variability encoding

Evaluation

Compare the capabilities between
product- and family-based
vulnerability discovery

VARI-JOERN

Product-Based
F.M.-Reader

Sampler

Composer

Deduplication
Feature Model

Sample

Family-Based
(SUGARLYZER [Pat23])

Variability Encoding

SUPERC
[GG12]

SUGARC
[Pat+22]

Warning
Mapping

JOERN

[24a; Yam+14]

JOERN

Query DB
[24b]

Queries

Products

Simulators

Raw

Warnings

ReportConfigurable
Software

Warnings
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Warnings

Product-based strategy Family-based strategy Used for both strategies
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Idea
Extend VARI-JOERN [Bäc+25] with
a family-based analysis strategy
based on lifting by simulation
Realized using SUGARC by
Patterson et al. [Pat+22] for
variability encoding

Evaluation

Compare the capabilities between
product- and family-based
vulnerability discovery

Comparison of vulnerability warnings between
product-based (PB) and family-based (FB) analysis:

System t Share Type 1 Share Type 2 Share Type 3 Total

AXTLS 2, 3
95.28% (1010) 0.94% (10) 3.77% (40)

1060

TOYBOX 2,3
78.83% (5770) 14.75% (1080) 6.42% (470)

7320

BUSYBOX

2
34.59% (4991) 59.82% (8632) 5.60% (808)

14431

3
34.76% (5019) 59.83% (8639) 5.41% (781)

14439

Type 1: Both PB and FB Type 2: Only PB Type 3: Only FB

Main reason for Type 2: Limitations of variability encoding

3/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Implementing Lifting by Simulation



Idea
Extend VARI-JOERN [Bäc+25] with
a family-based analysis strategy
based on lifting by simulation
Realized using SUGARC by
Patterson et al. [Pat+22] for
variability encoding

Evaluation

Compare the capabilities between
product- and family-based
vulnerability discovery

Comparison of vulnerability warnings between
product-based (PB) and family-based (FB) analysis:

System t Share Type 1 Share Type 2 Share Type 3 Total

AXTLS 2, 3
95.28% (1010) 0.94% (10) 3.77% (40)

1060

TOYBOX 2,3
78.83% (5770) 14.75% (1080) 6.42% (470)

7320

BUSYBOX

2
34.59% (4991) 59.82% (8632) 5.60% (808)

14431

3
34.76% (5019) 59.83% (8639) 5.41% (781)

14439

Type 1: Both PB and FB Type 2: Only PB Type 3: Only FB

Main reason for Type 2: Limitations of variability encoding

3/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Implementing Lifting by Simulation



Typical structure of Q-SAST tools as described by Li et al. [Li+24]

Search
Engine

Query Processing

Query
Compiler

Parsing and DB Storage

(Fuzzy)
Parser Database Queries

Warnings

Config.
Software

Alterations required
Alterations
may be required
Alterations optional
Does not require
alterations

1. Var.-Aware Data Structurey

How can variability be integrated
into the source code representa-
tion employed by the chosen Q-
SAST tool?

2. Parsing

How can the variability-aware
source code representation be
constructed from variable source
code?

3. Querying
How can the variability-aware
source code representation be
queried for potentially vulnerable
source code patterns?

How can these challenges be addressed for the Q-SAST tool JOERN?
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JOERN uses Code Property Graphs (CPGs) as
underlying data structure [Yam+14]
A CPG combines a program’s:

Abstract Syntax Tree (AST)
Control-Flow Graph (CFG)
Program Dependence Graph (PDG)

� AST, CFG, and PDG need to be made
variability-aware

� Two popular options:
Dedicated choice nodes [GG12]
Edges with presence condition labels [Ken+10; Lie+13]

Abstract Syntax Tree

· · ·

CHOICE

A B

COND !COND

Control Flow Graph

· · ·

CHOICE

A B

ϵ

COND
ϵ

!COND

Program Dependence Graph

C

A B

Da

CONDx

Ctrue

CONDy
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A Note on Correctness
Ideally, we would show that the commuting
diagram holds
Intuition suggests this
A formal proof has yet to be performed

Variable C Source Code

Variability-Aware CPG Source C Code

CPG

Parse
Derive
using c

Derive
using c

Parse

For arbitrary variable source code and an arbitrary
(but valid) configuration c
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Typical structure of Q-SAST tools as described by Li et al. [Li+24]

Search
Engine

Query Processing

Query
Compiler

Parsing and DB Storage

(Fuzzy)
Parser Database Queries

Warnings

Config.
Software

Alterations required
Alterations
may be required
Alterations optional
Does not require
alterations

1. Var.-Aware Data Structurey

How can variability be integrated
into the source code representa-
tion employed by the chosen Q-
SAST tool?

2. Parsing

How can the variability-aware
source code representation be
constructed from variable source
code?

3. Querying
How can the variability-aware
source code representation be
queried for potentially vulnerable
source code patterns?

How can these challenges be addressed for the Q-SAST tool JOERN?
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Typical structure of Q-SAST tools as described by Li et al. [Li+24]
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Parsing and DB Storage
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Warnings
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Alterations required
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may be required
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Two General Options

1. Altering Existing Parsing Infrastructure

JOERN already has a front end for parsing C into a
CPG
This front end is variability-oblivious

⇒ Can we make it variability-aware (i.e., capable of
building a VA-CPG)?

2. Reusing Variability-Aware Parsing Solutions

Parsing variable C into a VA-AST has been its own
area of research, e.g.:

TYPECHEF [Ken+10]
SUPERC [GG12]

⇒ Can we build on existing variability-aware parsing
solutions?
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2. Parsing — Problem and Solutions



Typical structure of Q-SAST tools as described by Li et al. [Li+24]

Search
Engine

Query Processing

Query
Compiler

Parsing and DB Storage

(Fuzzy)
Parser Database Queries

Warnings

Config.
Software

Alterations required
Alterations
may be required
Alterations optional
Does not require
alterations

Two General Options

1. Altering Existing Parsing Infrastructure

JOERN already has a front end for parsing C into a
CPG
This front end is variability-oblivious

⇒ Can we make it variability-aware (i.e., capable of
building a VA-CPG)?

2. Reusing Variability-Aware Parsing Solutions

Parsing variable C into a VA-AST has been its own
area of research, e.g.:

TYPECHEF [Ken+10]
SUPERC [GG12]

⇒ Can we build on existing variability-aware parsing
solutions?

8/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Implementing Lifting by Extension
2. Parsing — Problem and Solutions



Typical structure of Q-SAST tools as described by Li et al. [Li+24]

Search
Engine

Query Processing

Query
Compiler

Parsing and DB Storage

(Fuzzy)
Parser Database Queries

Warnings

Config.
Software

Alterations required
Alterations
may be required
Alterations optional
Does not require
alterations

Two General Options

1. Altering Existing Parsing Infrastructure

JOERN already has a front end for parsing C into a
CPG
This front end is variability-oblivious

⇒ Can we make it variability-aware (i.e., capable of
building a VA-CPG)?

2. Reusing Variability-Aware Parsing Solutions

Parsing variable C into a VA-AST has been its own
area of research, e.g.:

TYPECHEF [Ken+10]
SUPERC [GG12]

⇒ Can we build on existing variability-aware parsing
solutions?

8/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Implementing Lifting by Extension
2. Parsing — Problem and Solutions



Typical structure of Q-SAST tools as described by Li et al. [Li+24]

Search
Engine

Query Processing

Query
Compiler

Parsing and DB Storage

(Fuzzy)
Parser Database Queries

Warnings

Config.
Software

Alterations required
Alterations
may be required
Alterations optional
Does not require
alterations

Two General Options

1. Altering Existing Parsing Infrastructure

JOERN already has a front end for parsing C into a
CPG
This front end is variability-oblivious

⇒ Can we make it variability-aware (i.e., capable of
building a VA-CPG)?

2. Reusing Variability-Aware Parsing Solutions

Parsing variable C into a VA-AST has been its own
area of research, e.g.:

TYPECHEF [Ken+10]
SUPERC [GG12]

⇒ Can we build on existing variability-aware parsing
solutions?

8/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Implementing Lifting by Extension
2. Parsing — Problem and Solutions



Typical structure of Q-SAST tools as described by Li et al. [Li+24]

Search
Engine

Query Processing

Query
Compiler

Parsing and DB Storage

(Fuzzy)
Parser Database Queries

Warnings

Config.
Software

Alterations required
Alterations
may be required
Alterations optional
Does not require
alterations

Two General Options

1. Altering Existing Parsing Infrastructure

JOERN already has a front end for parsing C into a
CPG
This front end is variability-oblivious

⇒ Can we make it variability-aware (i.e., capable of
building a VA-CPG)?

2. Reusing Variability-Aware Parsing Solutions

Parsing variable C into a VA-AST has been its own
area of research, e.g.:

TYPECHEF [Ken+10]
SUPERC [GG12]

⇒ Can we build on existing variability-aware parsing
solutions?

8/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Implementing Lifting by Extension
2. Parsing — Problem and Solutions



JOERN

SUPERC
[GG12]

Variability
Front End

VA-CFG
Generator

VA-PDG
Generator

VA-CPG
Generator

VA-CPG
Serializer

Code Property Graph
Specification/Schema

Current Limitation:
Functionality of front end
not yet fully implemented

Variable
C Code

Serialized
VA-CPG

SUPERC VA-AST

VA-AST

VA-CFG

VA-PDG

VA-CPG

VA-AST

VA-AST
VA-CFG

«use»

«use»

«use»
«use»

«use»

Did not require alterations Required alterations Newly required

9/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Implementing Lifting by Extension
2. Parsing — Implementation



JOERN

SUPERC
[GG12]

Variability
Front End

VA-CFG
Generator

VA-PDG
Generator

VA-CPG
Generator

VA-CPG
Serializer

Code Property Graph
Specification/Schema

Current Limitation:
Functionality of front end
not yet fully implemented

Variable
C Code

Serialized
VA-CPG

SUPERC VA-AST

VA-AST

VA-CFG

VA-PDG

VA-CPG

VA-AST

VA-AST
VA-CFG

«use»

«use»

«use»
«use»

«use»

Did not require alterations Required alterations Newly required

9/13 24.03.2026 T. Bächle et al.: Towards Family-Based Vulnerability Discovery for HCSS

Implementing Lifting by Extension
2. Parsing — Implementation



Typical structure of Q-SAST tools as described by Li et al. [Li+24]
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SAST tool?

2. Parsing

How can the variability-aware
source code representation be
constructed from variable source
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3. Querying
How can the variability-aware
source code representation be
queried for potentially vulnerable
source code patterns?

How can these challenges be addressed for the Q-SAST tool JOERN?
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A potentially dangerous source code pattern:a

STMTS

STMT A· · · STMT B · · ·

The pattern occurring in a variability-aware AST:

STMTS

STMT A CHOICE

εSTMT C

CHOICE

εSTMT B

¬ XX ¬ YY

a Without loss of generality, we focus on an AST pattern.

Variability-Oblivious Queries

� Do not take variability into account
+ Easy to specify (existing queries can be reused)
− Can lead to false negatives due to variability

Variability-Aware Queries

� Take variability into account
+ Can avoid false negatives
− Harder to specify (user has to be aware of variability)
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Adjusting the Queries
Some queries are not affected by variability
⇝ (cpg.method("(?i)gets").callIn).l

Others might need to be made variability-aware

Adjusting the Search Engine

Make search engine aware of variability (e.g., via
choice nodes)
Would avoid having to adjust certain queries

Preprocessing Queries

Adjusting queries and / or search engine is tedious
Can we make queries variability-aware by
preprocessing them?

STMTS

STMT A CHOICE

εSTMT C

CHOICE

εSTMT B

¬ XX ¬ YY

Typical structure of Q-SAST tools as described by Li et al. [Li+24]
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Query Processing

Query
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Parsing and DB Storage

(Fuzzy)
Parser Database Queries

Warnings

Config.
Software

Alterations required
Alterations
may be required
Alterations optional
Does not require
alterations
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Lifting by Simulation

Lifting by Extension

Variability Encoding

Parser

Transformation

Variability-aware AST

Standard
Q-SAST tool

Warning
MappingSimulator

Raw
Warnings

Config.
Software

Queries

Mapped
Warnings

Newly required

Alterations may be
required

Does not require
alterations

� Low implementation effort and independent of tool
E Additional analysis effort and potential imprecision

System t Share Type 1 Share Type 2 Share Type 3 Total

axTLS 2, 3
95.28% (1010) 0.94% (10) 3.77% (40)

1060

Toybox 2, 3
78.83% (5770) 14.75% (1080) 6.42% (470)

7320

BusyBox
2

34.59% (4991) 59.82% (8632) 5.60% (808)
14431

3
34.76% (5019) 59.83% (8639) 5.41% (781)

14439

Type 1: Both PB and FB Type 2: Only PB Type 3: Only FB

Main reason for Type 2: Limitations of variability encoding
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3.
Querying
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¬ XX ¬ YY

Typical structure of Q-SAST tools as described by Li et al. [Li+24]

Search
Engine
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Parsing and DB Storage
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Parser Database Queries

Warnings

Config.
Software
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may be required
Alterations optional
Does not require
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� Precision and Performance?
E Tool-specific and implementation labor-intensive
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