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Definition of Feature Interactions [Apel et al. 2013]
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Concepts and Implementation

Feature Interactions

Feature Interaction [Apel et al. 2013, p. 214]

“A feature interaction between two or more fea-
tures is an emergent behavior that cannot be easily
deduced from the behaviors associated with the in-
dividual features involved.”
for short: interaction

Inadvertent Interaction [Apel et al. 2013, p. 214]

“An inadvertent feature interaction occurs when
a feature influences the behavior of another feature
in an unexpected way (for example, regarding the
expected control flow, program or data state, or
visible behavior).”
here simplified as: wanted vs unwanted

Feature-Interaction Problem [Apel et al. 2013, p. 214]

“The feature-interaction problem is to detect,
manage, and resolve (inadvertent) feature interac-
tions among features.”

Feature Interactions

• detection discussed in next two lectures
[Lecture 10 and Lecture 11]

• resolving interactions (see Part II)

• managing interactions (see Part III)

What’s Next?

• interactions due to the absence of features

• interactions in source code

• interactions with the base code
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Example InteractionsAn Interaction when Customizing Clothes

Customization of Clothes

• platforms to create and buy
clothes

• creator preselects clothes
with certain colors

• customization with pictures
in different colors

• where is the problem?

uulm Shop [myspreadshop.de]
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Example InteractionsAn Interaction when Customizing Clothes

The Problem: Unwanted Interaction of Colors The Solution: Choose Other Colors
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Example InteractionsAn Interaction when Customizing Clothes

The Problem: Unwanted Interaction of Colors The Solution: Choose Other Colors

seems that contrast is checked for each order (cf. application engineering)
and not for each published design (cf. domain engineering)
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Example InteractionsAn Interaction of Android Apps

Me Experiencing a Feature Interaction in 2012

Thomas Thüm Where Are My Constraints and What Do They Constrain? 11

Which of 3.5 million Android apps interact? Where to document? Who to blame?

Do you want to make 
this call via Skype?

Yes           No

which of those 3.5 million Android apps interact?
where to document?
whom to blame?

Skype vs BabyMonitor

• Skype app installed and used
for years

• BabyMonitor installed,
carefully tried and used for
months

• BabyMonitor can call any
other number (i.e., works
without internet)

• automatic update of the
Skype app

• update causes a question to
be asked for every call

• what is the problem?
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Example InteractionsA Common Interaction of Toasters

no interaction for two toasts (i.e., T1 ∧T2 shown)
and for no toasts (i.e., ¬T1 ∧ ¬T2 not shown)

unwanted interaction for one toast
(i.e., T1 ∧ ¬T2 shown and ¬T1 ∧ T2 not shown)
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https://github.com/TUBS-ISF/Course-on-Software-Product-Lines-Slides/blob/main/2024wt/09-interactions.pdf


Example Interactions with PreprocessorsExample Interactions with Preprocessors
Why is preprocessor wilderness a problem?

class Edge {
Node first, second;

//#ifdef Weighted
int weight;

//#endif
Edge(Node first, Node second) {...}
boolean equals(Edge e) {

return (first == e.first
&& second == e.first

//#ifndef Directed
|| first == e.second
&& second == e.first
) && weight == e.weight;

//#endif
}
void testEquality() {

Node a = new Node();
Node b = new Node();
Edge e = new Edge(a, b);
Assert.assertTrue(e.equals(e));

} }

class Edge {
Node first, second;

int weight;

Edge(Node first, Node second) {...}
boolean equals(Edge e) {

return (first == e.first
&& second == e.first

|| first == e.second
&& second == e.first
) && weight == e.weight;

}
void testEquality() {

Node a = new Node();
Node b = new Node();
Edge e = new Edge(a, b);
Assert.assertTrue(e.equals(e));

} }

Thomas Thüm, Reimar Schröter FeatureIDE: Taming the Preprocessor Wilderness 3

No Interaction?

• configuration for
undirected, weighted
edges

• product can be compiled

• what is the problem?
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class Edge {
Node first, second;

Edge(Node first, Node second) {...}
boolean equals(Edge e) {

return (first == e.first
&& second == e.first

|| first == e.second
&& second == e.first
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}
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Static Interaction

• configuration for
undirected, unweighted
edges

• product cannot be
compiled due to static
feature interaction

• field weight used for
undirected edges but
defined in feature
Weighted

• occurs whenever features
Directed and Weighted
are both not selected
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Node first, second;

int weight;
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Other Static Interaction

• configuration for directed,
weighted edges

• product cannot be
compiled due to static
feature interaction

• semicolon and bracket
missing for every
configuration with feature
Directed

• feature Directed has
inadvertent interaction
with base code
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Thomas Thüm, Reimar Schröter FeatureIDE: Taming the Preprocessor Wilderness 3

Dynamic Interaction?

• again: configuration for
directed, weighted edges

• product can be compiled
but test fails

• not a static interaction

• defect in the base code

• no interaction at all

Detection of Interactions

• static interactions
[Lecture 10]

• dynamic interactions
[Lecture 11]

• next: interactions of more
than two features
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https://github.com/TUBS-ISF/Course-on-Software-Product-Lines-Slides/blob/main/2024wt/09-interactions.pdf


Interaction Patterns [Abal et al. 2018]Higher-Order Interactions

Kinds of Interactions

• wanted and unwanted interactions

• static and dynamic interactions

• one-wise interactions (interaction of features
with the base code and faulty features)

• pair-wise interactions (between two features)

• higher-order interactions (between more than
two features)

Variability Bug Database [VBDb]

• database of known feature interactions

• operating system Linux (43 interactions)

• web server Apache (23)

• system tool Busybox (18)

• 3D printer firmware Marlin (14)

Patterns of Feature Interactions [VBDb]

Variability Bugs in Highly Configurable Systems: A Qualitative Analysis 10:25

Fig. 14. Presence conditions under which the bugs occur.

Fig. 15. Effectiveness (cost/benefit) of various testing strategies if applied to our collection of bugs.

Testing of highly configurable systems is often approached by testing one or more maximal
configurations, in which as many features as possible are enabled—in Linux, this is done using
the predefined configuration allyesconfig. This strategy allows the discovery of many bugs with
some-enabled presence conditions simply by testing one single maximal configuration. However,
if negated features occur in practice as often as in our sample, testing maximal configurations only
will miss a significant amount of bugs.

Confirmed observation 9: A one-disabled testing strategy, with a sample size
bounded by the number of features, would find 96% of bugs in our collection.

We propose a one-disabled configuration testing strategy, which considers a maximal configuration
and then disables each of the individual features one by one.

Figure 15 compares the two strategies, all-enabled (maximal) configuration testing and one-
disabled configuration testing. The sample size is the number of configurations generated by the
given formula (an upper bound). For the all-enabled strategy, this number is approximate: in prac-
tice, since feature models are underconstrained [43], a small number of configurations will suffice
for real systems (thus constant in practice). In the worst case, all-enabled degrades to one-enabled
(the dual of one-disabled), but the authors have yet to see a pathological system like that. For one-
disabled, the size of the sample is always at most |F|; the maximum occurs if all features can be
disabled independently.

The benefit is measured as bug coverage for our sample: for each strategy, we check what per-
centage of bugs in our database would be detected by them. We also add an entry for exhaustive
testing of all configurations, serving as a baseline. For exhaustive testing, the sample size is ex-
ponential in |F|. This is in practice reduced by feature constraints, but not below the exponential
growth due to sparsity of the constraints, at least not in highly configurable systems (some soft-
ware product lines, in contrast, have very small configuration spaces).

ACM Transactions on Software Engineering and Methodology, Vol. 26, No. 3, Article 10. Pub. date: January 2018.
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Patterns Beyond Conjunction of Literals

• Apache: CROSS COMPILE && (WIN32 ||

OS2)

• Busybox: LFS &&

(FEATURE HTTPD BASIC AUTH ||

FEATURE HTTPD CGI)

• Linux: NUMA && (SMP || DEBUG SPINLOCK

|| DEBUG LOCK ALLOC)

• Linux: (SND FSI AK4642 ||

SND FSI DA7210) && !I2C

• JHipster: (Microservice ||Gateway) &&

UAA && Docker

• JHipster: (Microservice ||Gateway) &&

UAA && !Docker
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Thomas Thüm, Timo Kehrer, Elias Kuiter SPL – 9. Feature Interactions – 9a. What is a Feature Interaction? 13

Patterns Beyond Conjunction of Literals

• Apache: CROSS COMPILE && (WIN32 ||

OS2)

• Busybox: LFS &&

(FEATURE HTTPD BASIC AUTH ||

FEATURE HTTPD CGI)

• Linux: NUMA && (SMP || DEBUG SPINLOCK

|| DEBUG LOCK ALLOC)

• Linux: (SND FSI AK4642 ||

SND FSI DA7210) && !I2C

• JHipster: (Microservice ||Gateway) &&

UAA && Docker

• JHipster: (Microservice ||Gateway) &&

UAA && !Docker
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Our Nomenclature

• The feature interaction cardinality is the number
of features interacting.

• A feature interaction formula is a logical formula
with features as variables that specifies in which
valid configurations a feature interaction is
present. Ideally, the feature interaction formula is
minimized [Rhein et al. 2015] with respect to the
feature model.

• One strategy to resolve a feature interaction is to
restrict the set of valid configurations such that
the interacting feature combinations are excluded
from the feature model.

• A feature dependency refers to the fact that one
or more features depend on each other and is
typically documented in a feature model. In
problem space, the feature model may contain an
implication from one feature to another. In
solution space, one feature may call a method
defined in another feature.
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